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Some Numbers
104 Billion CHF Customer Assets (~116 Billion USD)

2.5 Million Users

1.9 Million Users E-Finance (Online)

1.3 Billion Transactions each year

3.5 Million Transactions a day

https://www.post�nance.ch/content/dam/pfch/doc/440_459/450_01_2022_de.pdf



Kube-Proxy
Network proxy

Runs on every node

Two modes

iptables (default)

ipvs

Lookup is linear (iptables)



apiVersion: v1

kind: Service

metadata:

  name: nginx

spec:

  selector:

    app: nginx

  ports:

  - port: 80

---

apiVersion: apps/v1

kind: Deployment

metadata:

  name: nginx

spec:

  replicas: 2

  selector:

    matchLabels:

      app: nginx

  template:

    metadata:

      labels:

        app: nginx

    spec:

      containers:

      - name: nginx

        image: nginx
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$ kubectl get svc

NAME    TYPE        CLUSTER-IP       EXTERNAL-IP   PORT(S)   AGE

nginx   ClusterIP   10.108.169.159   <none>        80/TCP    4s

$ kubectl get pods -o wide

NAME                    READY   STATUS    RESTARTS   AGE   IP               NODE    NOMINATED NODE   READINESS GATES

nginx-b9d76c89c-cv7sg   1/1     Running   0          8s    10.244.166.161   node1   <none>           <none>

nginx-b9d76c89c-gd5ld   1/1     Running   0          8s    10.244.104.9     node2   <none>           <none>

$ kubectl get ep

NAME    ENDPOINTS                           AGE

nginx   10.244.104.9:80,10.244.166.161:80   12s
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$ iptables -n -t nat -L PREROUTING

Chain PREROUTING (policy ACCEPT)

target         prot opt source               destination

KUBE-SERVICES  all  --  0.0.0.0/0            0.0.0.0/0            /* kubernetes service portals */

$ iptables -n -t nat -L KUBE-SERVICES

Chain KUBE-SERVICES (2 references)

target                     prot opt source               destination

KUBE-SVC-4Q6ZM72RGSBA3SUJ  tcp  --  0.0.0.0/0            10.108.169.159       /* kcd/nginx cluster IP */ tcp dpt:80

KUBE-SVC-NPX46M4PTMTKRN6Y  tcp  --  0.0.0.0/0            10.96.0.1            /* default/kubernetes:https cluster IP */ tcp

KUBE-SVC-TCOU7JCQXEZGVUNU  udp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns cluster IP */ udp

KUBE-SVC-ERIFXISQEP7F7OF4  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns-tcp cluster IP */

KUBE-SVC-JD5MR3NA4I4DYORP  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:metrics cluster IP */



target         prot opt source               destination

KUBE-SERVICES  all  --  0.0.0.0/0            0.0.0.0/0            /* kubernetes service portals */

$ iptables -n -t nat -L PREROUTING

Chain PREROUTING (policy ACCEPT)

$ iptables -n -t nat -L KUBE-SERVICES

Chain KUBE-SERVICES (2 references)

target                     prot opt source               destination

KUBE-SVC-4Q6ZM72RGSBA3SUJ  tcp  --  0.0.0.0/0            10.108.169.159       /* kcd/nginx cluster IP */ tcp dpt:80

KUBE-SVC-NPX46M4PTMTKRN6Y  tcp  --  0.0.0.0/0            10.96.0.1            /* default/kubernetes:https cluster IP */ tcp

KUBE-SVC-TCOU7JCQXEZGVUNU  udp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns cluster IP */ udp

KUBE-SVC-ERIFXISQEP7F7OF4  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns-tcp cluster IP */

KUBE-SVC-JD5MR3NA4I4DYORP  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:metrics cluster IP */



$ iptables -n -t nat -L KUBE-SERVICES

$ iptables -n -t nat -L PREROUTING

Chain PREROUTING (policy ACCEPT)

target         prot opt source               destination

KUBE-SERVICES  all  --  0.0.0.0/0            0.0.0.0/0            /* kubernetes service portals */

Chain KUBE-SERVICES (2 references)

target                     prot opt source               destination

KUBE-SVC-4Q6ZM72RGSBA3SUJ  tcp  --  0.0.0.0/0            10.108.169.159       /* kcd/nginx cluster IP */ tcp dpt:80

KUBE-SVC-NPX46M4PTMTKRN6Y  tcp  --  0.0.0.0/0            10.96.0.1            /* default/kubernetes:https cluster IP */ tcp

KUBE-SVC-TCOU7JCQXEZGVUNU  udp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns cluster IP */ udp

KUBE-SVC-ERIFXISQEP7F7OF4  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns-tcp cluster IP */

KUBE-SVC-JD5MR3NA4I4DYORP  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:metrics cluster IP */



target                     prot opt source               destination

KUBE-SVC-4Q6ZM72RGSBA3SUJ  tcp  --  0.0.0.0/0            10.108.169.159       /* kcd/nginx cluster IP */ tcp dpt:80

KUBE-SVC-NPX46M4PTMTKRN6Y  tcp  --  0.0.0.0/0            10.96.0.1            /* default/kubernetes:https cluster IP */ tcp

KUBE-SVC-TCOU7JCQXEZGVUNU  udp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns cluster IP */ udp

KUBE-SVC-ERIFXISQEP7F7OF4  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns-tcp cluster IP */

KUBE-SVC-JD5MR3NA4I4DYORP  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:metrics cluster IP */

$ iptables -n -t nat -L PREROUTING

Chain PREROUTING (policy ACCEPT)

target         prot opt source               destination

KUBE-SERVICES  all  --  0.0.0.0/0            0.0.0.0/0            /* kubernetes service portals */

$ iptables -n -t nat -L KUBE-SERVICES

Chain KUBE-SERVICES (2 references)



KUBE-SVC-4Q6ZM72RGSBA3SUJ  tcp  --  0.0.0.0/0            10.108.169.159       /* kcd/nginx cluster IP */ tcp dpt:80

$ iptables -n -t nat -L PREROUTING

Chain PREROUTING (policy ACCEPT)

target         prot opt source               destination

KUBE-SERVICES  all  --  0.0.0.0/0            0.0.0.0/0            /* kubernetes service portals */

$ iptables -n -t nat -L KUBE-SERVICES

Chain KUBE-SERVICES (2 references)

target                     prot opt source               destination

KUBE-SVC-NPX46M4PTMTKRN6Y  tcp  --  0.0.0.0/0            10.96.0.1            /* default/kubernetes:https cluster IP */ tcp

KUBE-SVC-TCOU7JCQXEZGVUNU  udp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns cluster IP */ udp

KUBE-SVC-ERIFXISQEP7F7OF4  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:dns-tcp cluster IP */

KUBE-SVC-JD5MR3NA4I4DYORP  tcp  --  0.0.0.0/0            10.96.0.10           /* kube-system/kube-dns:metrics cluster IP */



KUBE-SVC-4Q6ZM72RGSBA3SUJ  tcp  --  0.0.0.0/0            10.108.169.159       /* kcd/nginx cluster IP */ tcp dpt:80

$ iptables -n -t nat -L PREROUTING

Chain PREROUTING (policy ACCEPT)

target         prot opt source               destination
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nginx   ClusterIP   10.108.169.159   <none>        80/TCP    4s

NAME    TYPE        CLUSTER-IP       EXTERNAL-IP   PORT(S)   AGE



Cilium
Container Network Interface (CNI)

Runs on every node

Uses eBPF

Can replace kube-proxy

Lookup is linear (iptables)





Packet Drops
Cilium stops forwarding packets

Something doesn’t work as intended

Alert on metric --> cilium_drop_count_total

Multiple causes

Unknown destination

Violating NetworkPolicies

…

` `



Application B

10.127.200.200

Application B

10.127.200.201

Application A

10.127.100.100

Headless SVC

No IP
DNS

Application B

10.127.200.202



Application B

10.127.200.200

Application B

10.127.200.201

Application A

10.127.100.100

Headless SVC

No IP

Application B

10.127.200.202



Application B

10.127.200.200

Application B

10.127.200.201

Application A

10.127.100.100

Headless SVC

No IP

Application B

10.127.200.202

dropped

Application B

10.127.200.203



Hubble
Observe current traf�c

Runs on every node

CLI and GUI

Allows for �ltering
$ hubble observe --from-namespace hubble-demo -t drop -f

Jun  4 14:03:38.365: hubble-demo/application-a:60886 <> 10.127.200.200:80 Stale or unroutable IP DROPPED TCP Flags: SYN

Jun  4 14:03:39.379: hubble-demo/application-a:60886 <> 10.127.200.200:80 Stale or unroutable IP DROPPED TCP Flags: SYN

Jun  4 14:03:41.395: hubble-demo/application-a:60886 <> 10.127.200.200:80 Stale or unroutable IP DROPPED TCP Flags: SYN

Jun  4 14:03:45.619: hubble-demo/application-a:60886 <> 10.127.200.200:80 Stale or unroutable IP DROPPED TCP Flags: SYN

Jun  4 14:03:53.811: hubble-demo/application-a:60886 <> 10.127.200.200:80 Stale or unroutable IP DROPPED TCP Flags: SYN

Jun  4 14:04:09.939: hubble-demo/application-a:60886 <> 10.127.200.200:80 Stale or unroutable IP DROPPED TCP Flags: SYN
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Questions?


